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Terminology Description

SAFER Cyber Risk Assessment
Personalized report summarizing external findings,
compliance gaps, benchmark comparisons, and
prioritized remediation guidance.

Written Policies & Procedures Toolkit

Library of editable policy templates tailored to
public education institutions, covering the written
information security policy, acceptable use
agreement, data classification policy, vendor risk
management policy and more.

Incident Response Plan (IRP)
Incident Response template detailing roles,
responsibilities, and step-by-step actions for
responding to security incidents.

SAFER Cyber Playbook
Complete guide for implementing SAFER Cyber 6
controls and recommended practices across
member environments.

Virtual Tabletop Exercises (vTTX)
Utilized for incident response planning, scenario-
based drills test and strengthen incident response
capabilities. Delivered virtually.

Large Vendor Risk Assessments
Information security review of major third-party
vendors to uncover potential supply-chain risk
before contract award or renewal.

vCISO Coaching Sessions
One-on-one or small-group mentoring to guide
strategy, policy, and program maturity efforts.

Incident Readiness Reviews
Review and provide guidance around an
organization’s existing or draft Incident Response
Plan.

Ransomware Risk Assessments
Targeted assessments that measure ransomware
exposure, control gaps, and recovery readiness.

The SAFER Cyber Program is designed to help members better understand and manage their cyber risk.
SAFER has partnered with Firestorm Global to provide the below cyber risk management services to all
members at no additional cost.
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Large RFP Reviews

Review large Request For Proposals (RFPs) for
security inclusivity and concerns as well as
strategies for vendor negotiation and budget
maximization.

External Attack Surface Assessment (EASA)
Analysis of publicly facing IPs, domains, and
services to identify potential exposures an
adversary could exploit.

Web Application Scans (WAS)
Security scanning of web applications for potential
vulnerabilities and misconfigurations.

Dark Web Exposure Analysis (DWEA)
Review exposure of stolen credentials or data tied
to an organization’s domain.

Cyber Resilience Training

Role-based training track for finance, HR, cabinet,
and other high-impact positions on sophisticated
phishing, AI deepfakes, and policy controls.
Delivered live in small-group setting or video on
demand.

Personal Cyber Risk Profiles (Pilot)
Pilot program delivering individualized risk reports
that blend external scanning with self-reported
data for up to 100 members.

Ask the Expert
On-demand support channel for follow-up
questions and deeper guidance on cybersecurity
topics.

Cybersecurity Roundtables
Small-group roundtables designed for members
that may lack accessible IT resources to ask
questions and learn about information security.
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Getting started is easy.  Simply visit www.firestormglobal.com/SAFER
or email SAFER@firestormglobal.com to learn more.
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