SAFER Cyber 6 Requirements

Member Requirements Set By SAFER Board of Directors

SAFER members are required to adhere to six (6) standard cybersecurity controls as part of
their information security program. These controls are generally accepted in the industry as
mandatory basic hygiene to help defend against an evolving threat landscape. It's
important to note that these controls should be considered foundational elements, but not
an exhaustive list of best practices. Organizations operating a mature cybersecurity posture
utilize a layered, defense-in-depth approach to mitigate their cybersecurity risk.

SAFER Cyber 6 Controls

m Multifactor MFA enforced for all staff across critical applications,
Authentication email and remote access.

Next generation firewall (NGFW) protection on all
internet-facing connections and next generation anti-
virus (NGAV) on all clients and servers.

1 Firewalls and
I@ Antivirus

Annual cybersecurity awareness training for all staff

R'U' Security Awareness and ideally, employee cyber resilience training for key

Trainin ,
ining staff capable of catastrophic change.
Endpoint Detection Leading Endpoint Detection & Response (EDR)
%‘a and Response platform implemented across all clients and servers.

Data backups following 3-2-1 architecture accessed via
@ Immutable Backups off-domain credentials, ideally with MFA. Backups
should be both immutable and deletion resistant.

- . Regular internal and external vulnerability scans
Vulnerability Scanning .
across all network environments.

If you need assistance, SAFER members have access to an Ask The Expert feature for
additional guidance and support. Simply email SAFER@firestormglobal.com and an
information security expert will get in touch.

Questions? Visit www.firestormglobal.com/SAFER or email - .
SAFER@firestormglobal.com to get support. Y= dEoRAL
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